Secure operations

[Mlustrative levelled roles in a role family

Employers are best placed
to design & name jobs/roles,
provide career pathways,
create job descriptions. SFIA
provides a framework to
help you do this.

Secure operations
role family

Example job titles
Cyber Security Engineer, Cyber Engineer, Cyber
Security Analyst, Infrastructure Support Engineer,
System Operations Engineer - Cyber Specialist,
Security Operations - Technical Specialist, IS
Operations & Security Manager

SFIA Skill Name

Security operations SCAD
Network support NTAS
System software SYSP
IT infrastructure ITOP

Asset management ASMG
Supplier management SUPP
Technology service management ITMG

Incident management USuUP

Secure operations
SFIA Level 1

At this level, individuals carry
out basic tasks under
supervision to support

secure operations.

Level 1

Secure operations
SFIA Level 2

At this level, individuals
assist in the operations of
secure systems and
networks. They support 1AM
and identify lifecycle
management. They support
software and hardware
updates, help users with
data processing, and
contribute to restoring
services after incidents.

Level 2

Secure operations
SFIA Level 3

At this level, individuals
implement identification
controls, monitor security,
ensure compliant processes,
and maintain test
environments. They carry out
secure component rollouts,
expedite updates, support
user access, and implement
service recovery after
breaches, all while working
within established
guidelines.

Level 3

Secure operations
SFIA Level 4

At this level, individuals
manage live systems'
security, plan colleagues'
work, and ensure
operational compliance,
particularly with security
standards. They select and
implement monitoring tools,
evaluate operations for
security improvements, and
collaborate across teams for
organization-wide cyber
security. Their role may
include training and
assessing team members.

Level 4

At this level, individuals are
responsible for the overall
performance and security of
operational systems. They
set and monitor compliance
with standards, oversee the
use of performance and
security tools, and identify
operational enhancements.
They work collaboratively to
ensure secure operations
and are involved in staffing
decisions, including
recruitment and training.

Level 5

At this level, leaders in
secure operations have
significant influence over the
security and performance of
information systems. They
initiate strategic
improvements, set
operational standards, and
monitor compliance. They
select advanced monitoring
tools, assess operations'
effectiveness, and drive
cross-team collaborations for
robust cyber security. Their
role encompasses strategic
planning, team
management, and personnel
development.

Level 6

Level 7

The SFIA Foundation is the global not-for-profit organisation which owns the Skills Framework for the Information Age.

SFIA® is a registered trademark of the SFIA Foundation. © copyright SFIA Foundation 2021.

www.sfia-online.org

11 SETA

FOUNDATION


https://sfia-online.org/en/sfia-8/responsibilities/level-1
https://sfia-online.org/en/sfia-8/responsibilities/level-1
https://sfia-online.org/en/sfia-8/responsibilities/level-2
https://sfia-online.org/en/sfia-8/responsibilities/level-2
https://sfia-online.org/en/sfia-8/responsibilities/level-3
https://sfia-online.org/en/sfia-8/responsibilities/level-3
https://sfia-online.org/en/sfia-8/responsibilities/level-4
https://sfia-online.org/en/sfia-8/responsibilities/level-4
https://sfia-online.org/en/sfia-8/responsibilities/level-5
https://sfia-online.org/en/sfia-8/responsibilities/level-5
https://sfia-online.org/en/sfia-8/responsibilities/level-6
https://sfia-online.org/en/sfia-8/responsibilities/level-6
https://sfia-online.org/en/sfia-8/responsibilities/level-7
https://sfia-online.org/en/sfia-8/responsibilities/level-7
https://sfia-online.org/en/sfia-8/responsibilities/level-7
https://sfia-online.org/en/sfia-8/skills/security-operations
https://sfia-online.org/en/sfia-8/skills/network-support
https://sfia-online.org/en/sfia-8/skills/system-software
https://sfia-online.org/en/sfia-8/skills/it-infrastructure
https://sfia-online.org/en/sfia-8/skills/asset-management
https://sfia-online.org/en/sfia-8/skills/supplier-management
https://sfia-online.org/en/sfia-8/skills/technology-service-management
https://sfia-online.org/en/sfia-8/skills/incident-management
https://www.sfia-online.org

